This paper presents a novel analytical technique of examining the avalanche characteristics of cryptographic substitution boxes (s-boxes) using the Walsh Hadamard spectral analysis of their Boolean maps. Avalanche is a desirable cryptographic property that is necessary to ensure that a cipher is not susceptible to statistical attacks and small difference between two plaintexts results in a significant random difference between the two corresponding ciphertexts. An analytical model of avalanche characteristics based on spectral analysis is developed which allows us to determine the degree of avalanche achievable in an m n s-box. Analytical results are finally used to investigate the avalanche characteristics of the AES s-box.
INTRODUCTION
Symmetric key block ciphers based on the Feistel substitution permutation network (SPN) [1] generally utilize substitution boxes (s-boxes) as a means to introduce nonlinearly to the overall cryptographic algorithm. A m n s-box can be viewed as a mapping function, which maps n -bit input vectors nonlinearly into m -bit output vectors. To yield a cryptographically strong SPN, the underlying s-boxes should satisfy certain dynamic properties [2] that guarantee the randomness of SPN. Avalanche [3] is one of such cryptographic properties which states that a small number of bit differences in the input of a function results in ``avalanche" of changes in subsequent round functions resulting in large number of output bit changes. More formally, the concept of avalanche in a function can be defined as the property of one bit change in the input leading to a change in, on average, half of the output bits [4] .
An extension to this definition was proposed by Webster and Tavares [5] and is referred to as Strict Avalanche Criteria (SAC). A function satisfies SAC if each output bit changes with probability ½ when a single input bit is complemented.
Avalanche and Strict Avalanche Criteria ensure that the cryptosystem does not exhibit any statistical correlation between input and output that a cryptanalyst might use in an attack. For example, if some output bits of a cryptosystem depend only on the few input bits, then, by observing a significant number of input output pairs, such as in chosen plaintext attack, a cryptanalyst might be able to detect these relations and use this information to aid in the exhaustive key search. However, it should also be noted that satisfaction of these criteria is not sufficient to ensure the security of the cryptosystem and cryptanalysis techniques such as differential and linear cryptanalysis [9] have been applied effectively on on ciphers which have been shown to reasonably satisfy SAC.
Study of Avalanche and SAC characteristics of cryptosystems has been the area of focus for several authors [2, 4, 6, 10, 15, 16, 17, 19, 20] . Heys and Tavares developed stochastic and deterministic permutation frameworks [4] to model avalanche in SPNs. Their work was extended in [16] to develop a model of avalanche characteristics of ciphers similar in structure to Data Encrpytion Standard (DES). Yücel and Vergili [2, 6] have experimentally studied the statistics of Avalanche properties over ensembles of randomly chosen sboxes.
The results presented in this paper are a contribution towards development of an analytical model to quantify the avalanche characteristics of s-boxes using spectral techniques based on Walsh-Hadamard transform. Such techniques have been found useful in Boolean function classification [8] and differential and linear cryptanalysis. Conditions on Walsh spectra of a Boolean function guaranteeing satisfaction of SAC were first examined by Forré [9] . This paper extends Forre formalism to characterize and analyze avalanche in an m n s-box by considering it as a vector output Boolean function. A relationship between Avalanche probability and Walsh spectrum of s-box is established which can determine the degree of avalanche achievable in practice.
The rest of this paper is organized as follows: In Section 2 we introduce the main notations, preliminaries and definitions used throughout the paper. In Section 3 we present Walsh Hadamard transform based spectral techniques and extension of Forré formalism to develop an analytical model for the avalanche characteristics of s-boxes. In Section 4, we use the analytical results to investigate the avalanche characteristics of AES s-box. Finally in Section 5, we present some concluding remarks. [6, 7] :
PRELIMINARIES 2.1 Avalanche and Strict Avalanche Criteria
The function c is said to satisfy the avalanche criterion if:
The function c is said to satisfy the strict avalanche criterion if: 
Boolean Functions and WalshHadamard Transform
w x n Z x x f w F x f 1) ( ) ( = ) ( = )) ( ( 2 (1)w x n Z w n w F x f w F 1) ( ) ( 2 1 = ) ( = )) ( ( 2 1 (2)
S-BOX AVALANCHE COMPUTATION
= )] ( ) ( [ = )] ( ) 1) )( ( [( = ] 1) )( 1) )( ( )( ( [ = )] 1) )( ( )( ( [ = )] 1) )( ( )( ( [ = ] 1) )( ( ) ( [ =
AES S-BOX ANALYSIS
In this section, we present the results of the computations of the preceding section for Advanced Encryption Standard (AES) sbox [18] . The 8 8 AES s-box is based on the mapping One of the design criteria for the AES s-box is resistance against diffrential and linear cryptanalysis by minimization of the largest non-trivial correlation between linear combinations of input bits and linear combination of output bits [13, 14, 12] , which in turn results in good Avalanche characteristics. Figure 1 .
Fig 1: Walsh Spectra of AES s-box component functions
The Avalanche probabilities are finally computed using the spectral values and (10), (11) and (12 (14) From Table 1 , the relative errors Aval and SAC are found to be 0.0352 and 0.1250 respectively which are in agreement with the experimental results reported in [7] . 
CONCLUSIONS
We have presented a spectral analysis technique to model the avalanche characteristics of substitution boxes. It has been shown that the degree of Avalanche practically achievable in sboxes can be characterized in Walsh domain. The spectral model is applied on the AES s-box and results are found to be in agreement with the previously reported experimental results.
The model can used to validate the Avalanche properties of cryptographically secure s-boxes.
Extension of the analysis to investigate other dynamic properties such as bit independence, correlation of avalanche vectors etc. could form an important direction for future study.
